
What is TotalCompliance?

Healthcare innovators and organizations leverage TotalCompliance as a Managed HIPAA 
Cloud in order to achieve compliance in AWS and get-to-market faster. TotalCompliance
enables organizations to build in AWS while managing regulatory compliance without 
sacrificing on product development and go-to-market initiatives.

TotalCompliance streamlines HIPAA Compliance by providing teams with:
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Complete AWS Account Security and Compliance Configuration

TotalCompliance provides organizations with a security hardened AWS account designed to 
meet HIPAA/HITECH standards. TotalCompliance sets up all required HIPAA security 
safeguards including audit logging, backup and disaster recovery, and firewall/networking.

Monitoring and Management of Cloud Compliance Concerns

After configuring your AWS cloud environment and policies, TotalCompliance monitors your 
AWS cloud account for security and compliance concerns and manages HIPAA security 
configuration for your cloud services. Your organization can focus on product development, 
while our team can focus on managing your cloud infrastructure.

Creation of HIPAA Policies

TotalCompliance also provides healthcare companies and organizations with a set of 
standard HIPAA administrative policies. These policies are built around your organization 
structure and the established cloud security architecture provided by TotalCompliance. 
Policies include:

• Roles Policy
• Employee Training Policy
• Breach Policy

• System Access Policy
• Configuration Management Policy
• Auditing Policy

TotalCompliance
Cloud

Your HIPAA 
Managed Cloud

https://dashs.dk/2G965FJ
https://dashs.dk/2G965FJ
https://dashs.dk/2sQ1FRm
https://dashs.dk/2G965FJ


Save Time. Save Money.

Rather than stitching together in-house or consulting expertise, a full suite of 
DevOps and security products as well as the necessary infrastructure and DevOps 
team, TotalCompliance allows organizations to refocus on building good product 
and delivering that product to market.  Purpose-built for healthcare innovators, 
TotalCompliance allows for vendors and technology companies to commercialize 
products in healthcare at unprecedented speed.

Backup/Disaster Recovery

▪ EC2/EBS volume snapshots
▪ S3 backup / redundancy / archival.
▪ Annual disaster recovery exercise.

Secure Hosting

▪ VPC, Firewall and Subnet configuration
▪ Hardened security groups and locked down port access
▪ Role-based user access control with IAM
▪ VPN for secure data communication.
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Vulnerability Management & System Patching

▪ Vulnerability scanning for Common Vulnerabilities and Exposures (CVE), Center for Internet 
Security (CIS) benchmarks, Security Best Practices and Runtime Behavior Analysis.

▪ Automated patching and Compliance reporting.

Audit Logging & Monitoring

▪ AWS Account-level log collection via CloudTrail
▪ Central application logging/monitoring.
▪ Central threat & anomaly detection.

Build HIPAA Compliant Applications.

Learn how you can streamline HIPAA compliance with the
TotalCompliance Managed Cloud.

Compliance Features Overview:

https://dashs.dk/2sQ1FRm
https://dashs.dk/2G965FJ

